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INFORMATION TECHNOLOGY POLICY

Purpose

The purpose of The Assam Royal Global University is to fulfill the RGU’s information and
communication technologies (ICT) intended uses of enabling and supporting teaching, learning,
research, and administration by requiring that the technologies be used legally, ethically,
securely, responsibly, and respectfully.

Applicability

A. All distant and on-campus users of ICT including faculty, staff, students, retirees, alumni,
visitors and guests.

B. All RGU information and communication technologies that are financed by RGU funds or
by funds administered by Gyan Sagar Foundation including hardware, software, electronic
data, RGU identities, RGU intranet components

C. Definitions -Due to the evolving nature of ICT, these ICT categories are defined by
representative examples. The list of examples is not intended to be comprehensive.

Hardware - computers, copiers, mobile devices and data projectors

Software - licensed, purchased open-source or developed in-house

Electronic data - website content or cloud based institutional information

RGU identities - login 1Ds, email addresses and internet domain names

RGU intranet components - cables, hubs, and the information flowing through them.

orwdPE

Guidelines

« Students, Teaching and Non - Teaching Staff, Management and visiting Guests and Research
Fellowship Members of The Assam Royal Global University availing computing, networking,
and IT facilities are expected to abide by the following rules, which are intended to preserve the
utility and flexibility of the system and protect the privacy and work of students and faculty.

General Rules

1. Students, Teaching and Non - Teaching Staff, Management and visiting Guests and
Research Fellowship Members are authorized to use the computing, networking, and
other IT facilities for academic purposes, official university business, and for personal
purposes as long as such use does not violate any law or any university policy.

2. The University prohibits its users from gaining or enabling unauthorized access to
forbidden IT resource on the University network. Any such attempt will not only be the
violation of University Policy but may also violate national and international cyber laws,
provisions under The Information Technology Act of India and infringe the principals
of National Cyber Security Policy, and subject the user to both civil and criminal
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liability. However, the University reserves all the rights to access and analyses the IT
resource and Information for any legal and/ or institutionally provisioned operation,
on its own or through its affiliates.

3. The University prohibits its users from sending, viewing or downloading fraudulent,
harassing, obscene (i.e., pornographic), threatening, or other messages or material that
are a violation of applicable law or University policy. Therefore, user’s inhibitive
discretion is solicited where category of certain content could be doubtful e.g. when such
content is received through e-Mail etc. As a generalized policy, any contribution towards
the destruction or distortion of congenial academic or work environment is prohibited.

4. Users must not violate various IPR and copyright law(s), and licensing policies as
associated with copyrighted materials and software. Any unlawful file- sharing, use of
any form of illegal or pirated or un-licensed software, on the University's IT resources
(including individually owned IT resource being used under Institutional IT privileges)
is strictly prohibited and any such act shall constitute a violation of the University

policy.

5. University also recommends its students, faculty and office staff, to use Open Source
Operating Systems (OS) and Processing Software (PS) such as Ubuntu/ CentOS or other
and Libra Office/ OpenOffice/ WPS Office, respectively. Further, users of the computers
sponsored directly or indirectly by The Assam Royal Global University should migrate
on the recommended OS & PS as their primary software and should generate expertise
on it. In case of technical limitation in such adaptation, relaxation may be requested from
competent authority on valid grounds.

6. By agreeing to abide by the terms of use of various online media forums, the users are
expected to adhere with the norms as prescribed by respective social networking
websites, mailing lists, chat rooms, blogs, unless a user has proper authorization, no user
should attempt to gain access to information and disclose the same to self or other
unauthorized users. The broader concept of data privacy must be honored by each user.

7. No user should attempt to vandalize, damage or change any data inappropriately,
whether by accident or deliberately. The basic notion of trustworthiness of information
resources must be preserved by all of its users. Any interference, disruption or
encroachment in the University IT resources shall be a clear violation of the University

policy.

8. No user should attempt to affect the availability of IT resource, whether accidently or
deliberately.

9. Aslong as individual departments, Hostel, individual units etc. can retain consistency in
compliance of the IT (Usage) Policy, The Assam Royal Global University, they may
further define and implement additional “conditions of use" for IT resources under their
control. It will be the responsibility of the Units to publicize and enforce such conditions
of use. In cases where use of external networks is involved, suitable policies can be
practiced in compliance with the broad prerogatives of (Usage) Policy of the University.
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10. As a part of certain investigation procedures, the University may be required to provide
its IT information, resource and/ or records, in parts or full, to third parties. Also, for
proper monitoring and optimal utilization of University IT resources, the University may
review, analyse and audit its information records, without any prior notice to its Users.
Further, the University may also seek services from third-party service providers.
Accordingly, the users can only have reasonable expectation of privacy on the
University's IT resources.

11. Users are expected to take proper care of equipment, and are expected to report any
malfunction to the staff on duty or to the in-charge of the facility. Users should not
attempt to move, repair, reconfigure, modify, or attach external devices to the systems.

12. No food or drink is permitted in the laboratories. Also making noise either through
games/music/movies or talking and/ or singing loudly (the list is not exhaustive) is
prohibited.

13. Violations of policy will be treated as academic misconduct, misdemeanor, or
indiscipline as appropriate. Depending upon the nature of the violation, the University
authorities may take an action.

14. The policy may change as and when it is considered appropriate and new policies or the
changes in policy will take effect immediately after a brief announcement by any means,
e-mail, printed notices, or through the news groups.

Email Account Use Policy

To increase the efficient distribution of critical information to all faculty, staff and students, and
the University's administrators, it is recommended to utilize the university’s e-mail services, for
formal University communication and for academic & other official purposes. E-mail for formal
communications will facilitate the delivery of messages and documents to campus and extended
communities or to distinct user groups and individuals. Formal University communications are
official notices from the University to faculty, staff and students. These communications may
include administrative content, such as human resources information, policy messages, general
University messages, official announcements, etc. To receive these notices, it is essential that the
e-mail address be kept active by using it regularly. Staff and faculty may use the email facility
by logging with their User ID and password. For obtaining the university’s email account, user
may contact HR for email account and default password by applying in a prescribed proforma.

Users may be aware that by using the email facility, the users are agreeing to abide by the
following policies:

1. The facility should be used primarily for academic and official purposes and to a limited
extent for personal purposes.

2. Using the facility for illegal/commercial purposes is a direct violation of the university’s
IT policy and may entail withdrawal of the facility. The illegal use includes, but is not
limited to, the unlicensed and illegal copying or distribution of software, sending of
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unsolicited bulk email messages. And generation of threatening, harassing, abusive,
obscene, or fraudulent messages/images.

3. While sending large attachments to others, user should make sure that the recipient has
email facility that allows him to receive such large attachments.

4. User should keep the mailbox used space within about 80% usage threshold, as ‘mail box
full’ or ‘mailbox all most full” situation will result in bouncing of the mails, especially when
the incoming mail contains large attachments.

5. User should not open any mail or attachment that is from unknown and suspicious source.
Even if it is from known source, and if it contains any attachment that is of suspicious
nature or looks dubious, user should get confirmation from the sender about its authenticity
before opening it. This is very much essential from the point of security of the user’s
computer, as such messages may contain viruses that have potential to damage the valuable
information on your computer.

6. Users should configure messaging software on the computer that they use on permanent
basis, so that periodically they can download the mails in the mailbox on to their computer
thereby releasing the disk space on the server. It is user’s responsibility to keep a backup
of the incoming and outgoing mails of their account.

7. User should not share his/her email account with others, as the individual account holder is
personally held accountable, in case of any misuse of that email account.

8. User should refrain from intercepting, or trying to break into others email accounts, as it is
infringing the privacy of other users.

9. While using the computers that are shared by other users as well, any email account that
was accidentally left open by another user, should be promptly closed without peeping into
its contents, by the user who has occupied that computer for its use.

10. Impersonating email account of others will be taken as a serious offence under the
university IT security policy.

11. Tt is ultimately everyone’s responsibility to keep their e-mail account free from violations
of university’s email usage policy.

Responsibilities of University's IT Support Centre
« Maintenance of Computer Hardware & Peripherals

o IT SUPPORT CENTER is responsible for maintenance of the university owned computer
systems and peripherals that are either under warranty or annual maintenance contract, and
whose responsibility has officially been entrusted to this Cell.
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« Receiving Complaints

o IT SUPPORT CENTER may receive complaints from INTERNET UNIT, if any of the
particular computer systems are causing network related problems.

o It may receive complaints from the users if any of the computer systems or peripherals that
are under maintenance through them are having any problems.

o The designated person receives complaints from the users/INTERNET UNIT of these
computer systems and coordinates with the service engineers of the respective brands of the
computer systems to resolve the problem within a reasonable time limit.

 Scope of Service

o IT SUPPORT CENTER will be responsible only for solving the hardware related problems
or OS or any other application software that were legally purchased by the university and was
loaded by the company.

« Installation of Un-authorized Software

o IT SUPPORT CENTER or its service engineers should not encourage installing any
unauthorized software on the computer systems of the users. They should strictly refrain from
obliging such requests.

« Reporting IT Policy Violation Incidents

o If IT SUPPORT CENTER or its service engineers come across any applications that are
interfering with the network operations or with the IT policies of the university, such incidents
should be brought to the notice of the INTERNET UNIT and university authorities.

« Reporting incidents related to Network Operations

o When the network port of any particular computer system is turned off due to virus or related
activity that is affecting the network performance, the same will be informed to the IT
SUPPORT CENTER by INTERNET UNIT. After taking necessary corrective action
COMPUTER CENTER or service engineers should inform INTERNET UNIT about the same,
so that the port can be turned on by them.

« Rebuilding the Computer System

1.When the service engineers reformat the computer systems and re-install OS and other
application software, care should be taken to give the same hostname, IP address, network
Mask, gateway as it was having earlier. Further, after installing the OS all the patches/latest
service pack should also be properly installed. In case of anti-virus software, service engineers
should make sure that its latest engine and pattern files are also downloaded from the net.

2.Further, before reformatting the hard disk, dump of only the data files should be taken for
restoring it back after proper re-installation. Under no circumstances, software files from the
infected hard disk dump should be used to write it back on the formatted hard disk.
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o Coordination with INTERNET UNIT

o Where there is an element of doubt as to a particular problem on the computer connected to the
network is related to the network or the software installed or hardware malfunctioning 1T
SUPPORT CENTER /service engineer may coordinate with INTERNET UNIT staff to resolve
the problem with joint effort. This task should not be left to the individual user.

Social Media Policy

« This policy provides guidance for employee use of social media, which should be broadly
understood for purposes of this policy to include What’s App, message boards, chat rooms,
electronic newsletters, online forums, social networking sites, and other sites and services that
permit users to share information with others.

PROCEDURES

1. The following principles apply to professional use of social media on behalf of The Assam
Royal Global University as well as personal use of social media when referencing The
Assam Royal Global University.

2. Employees need to know and adhere when using social media in reference to The Assam
Royal Global University.

3. Employees should be aware of the effect their actions may have on their images, as well as
The Assam Royal Global University’s Image. The information that employees post or
publish may be public information for a long time.

4. Employees should be aware that The University may observe content and information made
available by employees through social media. Employees should use their best judgment in
posting material that is neither inappropriate nor harmful to The Assam Royal Global
University, its employees, or students.

5. Although not an exclusive list, some specific examples of prohibited social media conduct
include posting commentary, content, or images that are defamatory, pornographic,
proprietary, harassing, libelous, or that can create a hostile work environment or which may
hurt religious & Sentiments of any one or any Community.

6. Employees are not to publish post or release any information that is considered confidential
or not public. If there are questions about what is considered confidential, employees should
check with the Human Resources Department.

7. Social media networks, blogs and other types of online content sometimes generate press
and media attention or legal questions. Employees should refer these inquiries to the
authorized University spokespersons.
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8. If employees encounter a situation while using social media that threaten to become
antagonistic, employees should disengage from the dialogue in a polite manner and seek
the advice of Human Resources Department.

9. Employees should get appropriate permission before they refer to or post images of current
or former employees, members, vendors or suppliers. Additionally, employees should get
appropriate permission to use a third party's copyrights, copyrighted material, trademarks,
service marks or other intellectual property.

10. Social media use shouldn't interfere with employee’s responsibilities at The Assam Royal
Global University. The University’s computer systems are to be used for business purposes
only. When using University’s computer systems, use of social media for business purposes
is allowed only to those staff whose work profile requires use of social media (ex: Face
book, Twitter, The Assam Royal Global University blogs and LinkedIn, What’s app,
Instagram, any other) , but personal use of social media networks or personal blogging of
online content is discouraged and could result in disciplinary action.

11. Subject to applicable law, after--hours online activity that violates or any other company
policy may subject an employee to disciplinary action or termination.

12. It is highly recommended that employees keep The Assam Royal Global University related
social media accounts separate from personal accounts, if Possible.

13. Employees should not use any type of offensive /abusive language or make any
comment/post any photo which is not in line with their image as a faculty/Teacher (As they
belong to a very respected community).

Policy Statement:

The Assam Royal Global University, Guwahati is committed to protecting the privacy,
confidentiality and accuracy of personally identifiable information in accordance with Indian law
and international human rights norms. Other than as required by laws that authorize public access
to certain types of information, or in response to court orders legal instruments that authorize
disclosure, the university shall not part with any personally identifiable information.

This policy applies to any information collected through visits to https://www.rgu.ac and
https://www.rgi.edu.in, information gathered through the university logins by students, faculties
and other staff of the university, CCTV feeds and other information that flows from these
activities, which the university pledges to protect. The University’s website provides links to
other websites. When you leave The Assam Royal Global University’s website, (Www.rgu.ac),
you will be visiting sites that are beyond our control. These other sites may send their own
cookies to users, collect data, or solicit personal information. The privacy policies and procedures
described for this University do not extend to any external links.

The information collected by the university will be within its control and in a manner consistent
with applicable laws, existing regulations, University policies and principles which guide such
collection.
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Authority:

Approved by the Registrar and the Vice Chancellor of The Assam Royal Global University,
Delhi.

Scope of the Policy:

This policy is applicable to all members of the The Assam Royal Global University community
and visitors to the University. It includes the students, faculty, lecturers/instructors, researchers,
staff, third-party contractors, and others with access to the University’s and restricted
information.

Information Privacy:
General Policy:

The Assam Royal Global University limits the collection, use, disclosure or storage of
information to that which reasonably serves the University’s academic, research, or
administrative functions, or other legally required purposes. Email correspondences with the
university divulge details of e-mail addresses of individual. The university shall not sell or trade
the contact details of this nature to any other university or organization. The university shall only
use personal information for the purpose for which it was collected. The university shall only use
personal information for longer than is required for the purposes for which the information can
lawfully be used, or as otherwise required under any other law. The individual concerned has the
right to review the information provided, and to ask for inaccurate or deficient information to be
corrected. Sensitive personal information of individuals shall not be disclosed by the university,
except in accordance with the provisions of existing laws.

Exceptions:

Such collection, use, disclosure and storage should comply with applicable laws and regulations,
and University policies. The University may disclose information in the course of investigations
and lawsuits, in response to court orders, for the proper functioning of the University, to protect
the safety and wellbeing of individuals or the community, and as required by law.

Student Management System:
1. RoyalNet:-
I) A student management system to deal with the student lifecycle.

I1) Faculty members can upload their lesson plan/Syllabus/Student attendance/Course
materials

I11) Students can from their credentials and download the lesson plan/Syllabus/Course
materials/view their subject wise attendance.
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2. Exam Module:-
I) Online exam form fill-up for regular/reappear examinations

I1) Get the results from the module.

Video Surveillance Policy

1. The system comprises: Fixed position cameras; Pan Tilt and Zoom cameras; Monitors:
Multiplexers; digital recorders; SAN/NAS Storage; Public information signs.

2. Cameras will be located at strategic points on the campus, principally at the entrance and
exit point of sites and buildings. No camera will be hidden from view and all will be
prevented from focusing on the frontages or rear areas of private accommodation.

3. Signs will be prominently placed at strategic points and at entrance and exit points of the
campus to inform staff, students, visitors and members of the public that a CCTV/IP
Camera installation is in use.

4. Although every effort has been made to ensure maximum effectiveness of the system it is
not possible to guarantee that the system will detect every incident taking place within the
area of coverage.

Purpose of the system :

1. The system has been installed by university with the primary purpose of reducing the threat
of crime generally, protecting universities premises and helping to ensure the safety of all
staff, students and visitors consistent with respect for the individuals' privacy. These
purposes will be achieved by monitoring the system to:

2. Deter those having criminal intent
3. Assist in the prevention and detection of crime

4. Facilitate the identification, apprehension and prosecution of offenders in relation to crime
and public order

5. Facilitate the identification of any activities/event which might warrant disciplinary
proceedings being taken against staff or students and assist in providing evidence to
managers and/or to a member of staff or student against whom disciplinary or other action
is, or is threatened to be taken.

6. In the case of security staff to provide management information relating to employee
compliance with contracts of employment
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The system will not be used:
1. To provide recorded images for the world-wide-web.
2. To record sound other than in accordance with the policy on covert recording.

3. For any automated decision taking

Covert recording

1. Covert cameras may be used under the following circumstances on the written
authorization or request of the Senior officer, Registrar and where it has been assessed by
the Head of Security and Facilities Services and the Data Protection Officer

I. That informing the individual(s) concerned that recording was taking place would
seriously prejudice the objective of making the recording; and

ii. That there is reasonable cause to suspect that unauthorized or illegal activity is taking
place or is about to take place.

2. Any such covert processing will only be carried out for a limited and reasonable period
consistent with the objectives of making the recording and will only relate to the specific
suspected unauthorized activity.

3. The decision to adopt covert recording will be fully documented and will set out how the
decision to use covert recording was reached and by whom.

The Security Control Room

1. Images captured by the system will be monitored and recorded in the Security Control
Room, "the control room", twenty-four hours a day throughout the whole year. Monitors
are not visible from outside the control room.

2. No unauthorized access to the Control Room will be permitted at any time. Access will be
strictly limited to the duty controllers, authorized members of senior management, police
officers and any other person with statutory powers of entry.

3. Staff, students, and visitors may be granted access to the Control Room on a case-by-case
basis and only then on written authorization from the Registrar or Head of IT Department.
In an emergency and where it is not reasonably practicable to secure prior authorization,
access may be granted to persons with a legitimate reason to enter the Control Room.

4. Before allowing access to the Control Room, staff will satisfy themselves of the identity of
any visitor and that the visitor has appropriate authorization. All visitors will be required to
complete and sign the visitors’ log, which shall include details of their name, their
department or organization they represent, the person who granted authorization and the
times of entry to and exit from the center. A similar log will be kept of the staff on duty in
the Security Control Room and any visitors granted emergency access.
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Security Control Room Administration and Procedures

1. Details of the administrative procedures which apply to the Control Room will be set out
in a Procedures Manual, a copy of which is available for inspection by prior arrangement,
stating the reasons for the request.

2. Images of identifiable living individuals are subject to the provisions of the Prevailing Data
Protection Act; the Control Room Supervisor is responsible for ensuring day to day
compliance with the Act. All recordings will be handled in strict accordance with this policy
and the procedures set out in the Procedures Manual.

Staff

1. All staff working in the Security Control Room will be made aware of the sensitivity of
handling CCTV/IP Camera images and recordings. The Control Room Supervisor will
ensure that all staff are fully briefed and trained in respect of the functions, operational and
administrative, arising from the use of CCTV/IP Camera.

Recording

1. Digital recordings are made using digital video recorders operating in time lapse mode.
Incidents may be recorded in real time.

2. Images will normally be retained for fifteen days from the date of recording, and then
automatically over written and the Log updated accordingly. Once a hard drive has reached
the end of its use it will be erased prior to disposal and the Log will be updated accordingly.
All hard drives and recorders shall remain the property of university until disposal and
destruction.

Access to images

1. All access to images will be recorded in the Access Log as specified in the Procedures
Manual

2. Access to images will be restricted to those staff need to have access in accordance with
the purposes of the system.
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Disclosure of recorded material will only be made to third parties in strict accordance with
the purposes of the system and is limited to the following authorities:

1. Law enforcement agencies where images recorded would assist in a criminal enquiry and/or
the prevention of terrorism and disorder.

2. Prosecution agencies
3. Relevant legal representatives

4. The media where the assistance of the general public is required in the identification of a
victim of crime or the identification of a perpetrator of a crime

5. People whose images have been recorded and retained unless disclosure to the individual
would prejudice criminal enquiries or criminal proceedings.

6. Emergency services in connection with the investigation of an accident.

Access to images by a subject

1. CCTVI/IP Camera digital images, if they show a recognizable person, are personal data
and are covered by the Data Protection Act. Anyone who believes that they have been
filmed by C.C.T.V. /IP Cemera is entitled to ask for a copy of the data, subject to
exemptions contained in the Act. They do not have the right of instant access.

2. A person whose image has been recorded and retained and who wishes access to the
data must apply in writing to the Data Protection Officer. Subject Access Request
Forms are obtainable from the Security Office, between the hours of 1020 and 1400
and 1430 to 1800 Monday to Saturday (except Second and fourth Saturday), except
when university is officially closed or from the Data ProtectionOfficer, the Records
Office during the same hours.

3. The Data Protection Officer will then arrange for a copy of the data to be made and
given to the applicant. The applicant must not ask another member of staff to show
them the data, or ask anyone else for a copy of the data. All communications must go
through the university Data Protection Officer. A response will be provided promptly
and in any event within forty days of receiving the required fee and information.

4. The Data Protection Act gives the Data Protection Officer the right to refuse a request
for a copy of the data particularly where such access could prejudice the prevention or
detection of crime or the apprehension or prosecution of offenders.

5. All such requests will be referred to the Security Control room Supervisor or by the
Data Protection Officer.

6. If it is decided that a data subject access request is to be refused, the reasons will be
fully documented and the data subject informed in writing, stating the reasons.
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Request to prevent processing

An individual has the right to request a prevention of processing where this is likely to cause
substantial and unwarranted damage or distress to that or another individual. All such requests
should be addressed in the first instance to the Security Control Room Supervisor or the Data
Protection Officer, who will provide a written response within 21 days of receiving the request
setting out their decision on the request. A copy of the request and response will be retained.

Complaints:

It is recognized that members of University and others may have concerns or complaints about
the operation of the system. Any complaint should be addressed in the first instant to the Security
Control Room supervisor. If having exhausted the steps set out, the complaint remains
unresolved; the complainant may invoke Universities Centralized Complaints Procedure by
obtaining and completing a University Complaints Form and a copy of the procedure. Complaints
forms may be obtained from the Security Office, and the Registrar's Office. Concerns or enquiries
relating to the provisions of the prevailing Data Protection Act may be addressed to the Data
Protection Officer, These rights do not alter the existing rights of members of University or others
under any relevant grievance or disciplinary procedures.

Interpretation and Questions
1. Consequences and Appeal

1) Ifaviolation has occurred or is suspected, IT department may remove user ICT access with
or without notification. If possible, practical, and legal, IT department will contact the
affected user to resolve the issue and eliminate the need to remove access. Depending on
the circumstances, violators may be subject to RGU’s disciplinary action, or legal action.

I1) Students or users from academic departments who wish to appeal ICT access restrictions
should appeal initially to the HOD /Dean ; users from administrative departments should
appeal to the senior administrator for their unit. The Dean or senior administrator will
consult with the Head of IT Department as part of the appeal process. Final arbitration is
the responsibility of the Registrar or Chairman RGU.

2. Questions about this policy should be directed to the Head of IT Department.
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